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Failure-Mode Register

Canonical taxonomy of agent failure modes for the GROW library. Course 2 (S2) generates eval test seeds directly
from failure_id and detectable_signal. Course 3 (S3) consumes the same ids in provenance traces. Do not rename or
repurpose failure_id values without a coordinated bump across S1/S2/S3.

Schema (contract C1):

- failure_id: <kebab-case>
nane: <short title>
description: <one to three sentences>
severity: <critical | high | medium| low | info>
det ect abl e_si gnal : <observable tel emetry or output pattern>
expect ed_behavi or: <what the agent nust do when this is detected>
recovery_path: <state transition or operator action>

Register

- failure_id: tool-tinmeout

nanme: Tool or connector tineout

description: A tool call exceeds its per-call tinmeout budget w thout returning a status.
Common with slow @S, CRM or county-records connectors.

severity: high

det ectabl e_signal: tool _call.duration_nms > tool.tinmeout_ns AND no terminal status frane
received

expect ed_behavi or: Cancel the call, mark the step as degraded, attenpt the determnistic
fallback before any retry.

recovery_path: fallback -> bounded-retry -> escal ate

- failure_id: connector-auth-failure

nane: Connector authentication or authorization failure

description: QAuth token, APl key, or scope is invalid, expired, or revoked.

severity: high

det ect abl e_si gnal : HTTP 401/403 from connector OR auth-refresh exception

expect ed_behavior: Stop the run for this connector, do not retry with stale credentials,
surface a structured escal ation.

recovery_path: escal ate-to-operator -> credential-refresh -> resune

- failure_id: unsafe-action-attenpted

name: Unsafe or out-of-scope action attenpted

description: Agent proposes a tool call that crosses the irreversible-inpact boundary
defined in the Operating Context Canvas.

severity: critical

det ect abl e_si gnal : pl anned_action matches irreversible_inpact_boundary list OR fails
policy filter

expect ed_behavi or: Hard stop. Refuse the action. Do not attenpt a softer variant. Emt
override event with decision_origin=fall back.

recovery_path: termnate-run -> H TL gate -> postnortem

- failure_id: |owconfidence-routing
nane: Low confidence routing decision
description: Agent selects a route with confidence_band=l ow or unknown when the operating
canvas requires nedi um or higher.
severity: medium
det ectabl e_signal : routing_confidence < threshold OR confidence_band in {low, unknown}
expect ed_behavi or: Escalate to H TL queue with the top two candi date routes and evi dence.
recovery_path: H TL-review -> resune-wi t h- human- deci si on

- failure_id: fal se-success-report
nanme: Fal se success report
description: Agent reports success but the verifying check (wite-confirm schena
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val i dati on, downstream ack) did not pass.

severity: critical

det ect abl e_si gnal : agent. status=success AND post_condition_check. passed=fal se

expect ed_behavior: Override the success report, mark the run as failed, enmt an evidence-
backed correction.

recovery_path: rollback-if-possible -> escalate -> add to S2 regression suite

- failure_id: looping-retry
nane: Looping retry without progress
description: Same tool call or planning step is repeated nore than N tines w thout state
del ta. Indicates planner-tool deadl ock.
severity: high
det ect abl e_si gnal : same step_hash count > retry_cap w thin wi ndow OR stagnant state hash
expect ed_behavi or: Break the | oop, emt a stop event, route to fallback or HI TL.
recovery_path: term nate-loop -> fallback -> escal ate

- failure_id: state-corruption

name: State corruption

description: Agent nenory, scratchpad, or tool-state references an entity that no | onger
mat ches the system of record.

severity: high

detectabl e_signal: id_msmatch on read-back OR version-stanp drift > tol erated_age

expect ed_behavi or: Discard |local state, re-hydrate fromsystem of record, |og the
corruption event.

recovery_path: rehydrate -> retry-once -> escal ate

- failure_id: schema-drift-input

nane: |nput schena drift

description: An expected input field is missing, renaned, or has changed type relative to
the Operating Context Canvas

severity: high

det ect abl e_si gnal : schema_validation.failed=true OR unexpected_keys_count > 0

expect ed_behavior: Halt the run for this input, do not coerce silently, notify the schema
owner .

recovery_path: quarantine-input -> escal ate -> schena-update-task

- failure_id: pronpt-injection-detected

nane: Pronpt injection or instruction override detected

description: Untrusted content (email body, scraped page, applicant note) attenpts to
alter agent instructions or exfiltrate data.

severity: critical

detectabl e_signal: injection-classifier score > threshold OR pattern match agai nst known-
injection rules

expect ed_behavi or: Quarantine the input, do not act on injected directives, |og raw
payl oad to provenance.

recovery_path: quarantine -> H TL-review -> add to adversarial suite

- failure_id: rate-limt-exceeded

name: Rate limt or budget exceeded

description: Connector, nodel, or per-tenant budget cap is hit md-run.

severity: medium

det ectabl e_signal : HTTP 429 OR token/cost |edger > cap

expect ed_behavi or: Pause the run, emt a deferred-execution event, do not silently fail
the user-visible step.

recovery_path: backoff -> resunme-or-defer -> notify-owner

- failure_id: hallucinated-citation

nanme: Hallucinated citation or evidence pointer

description: Agent enmits a citation (statute, parcel id, grant nunber, URL) that does not
resolve in the source of record.

severity: high

det ectabl e_signal: citation-resol ver.resol ved=fal se OR hash-of-cited-doc not in evidence
store

expected_behavior: Strip the citation, mark the output as evidence-inconplete, route to
H TL if the output is user-facing.

recovery_path: re-ground -> H TL-if-needed -> regression-seed

- failure_id: stale-data
nane: Stale data used in decision
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description: Agent relies on a cached or upstreamrecord older than the freshness budget
for this decision class.

severity: medium

detectabl e_signal: record.age > freshness_budget for the routing class

expect ed_behavior: Force a refresh; if refresh fails, denote confidence_band and re-route.

recovery_path: refresh -> re-evaluate -> escalate-if-stale

- failure_id: pii-leak-risk
nanme: PlIl or restricted-data |eak risk
description: Qutput or tool call routes restricted data (applicant PIl, ePH , sealed

records) to a connector not authorized for that class.
severity: critical
detectabl e_signal: data_class in {pii, ephi, sealed} AND destination not in
aut hori zed_si nks
expect ed_behavi or: Block the egress, redact, enit an unsafe-action event.
recovery_path: block -> redact -> H TL + conpliance review

- failure_id: anbiguous-intent

nanme: Anbi guous user or upstreamintent

description: The triggering request maps to two or nore valid agent objectives with
conpar abl e confi dence.

severity: |low

detectabl e_signal: topl_intent_score - top2_intent_score < nmargin

expect ed_behavi or: Ask one clarifying question OR escal ate; do not pick silently.

recovery_path: clarify -> resune

- failure_id: silent-degradation

nanme: Silent quality degradation

description: Qutput quality drops (eval score, override rate) without a triggering
exception. Often nodel or pronpt drift.

severity: nedium

detectabl e_signal: rolling override_rate > baseline + 2 signma OR S2 eval delta < threshold

expect ed_behavior: Open a drift incident, freeze deploys for this agent, route to S3
provenance review.

recovery_path: freeze -> investigate -> roll back-or-rerel ease

Add new entries by appending; never re-use a failure_id. Severity changes require a version bump and a note in the
S2 regression seed manifest.



